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ABSTRACT

A novel symmetric optical cryptosystem is proposed based on the integration
of deterministic phase masks and a chaotic tent map within the gyrator
transform domain. The encryption process employs a pair of chaotic
deterministic phase keys generated through a linear combination of multiple
subkeys and the tent map, enhancing key complexity and unpredictability.
Decryption is achieved by applying the conjugate of the corresponding phase
keys, ensuring accurate reconstruction of the original image. The
incorporation of chaotic deterministic parameters significantly expands the
key space and introduces additional security layers, effectively overcoming
the alignment limitations associated with conventional double random phase
encryption techniques. The performance and robustness of the proposed
cryptosystem were evaluated through extensive computational simulations.
Security analyses were conducted using multiple statistical metrics, including
structural similarity index (SSIM), mean square error (MSE), relative error,
histogram uniformity, correlation distribution, mesh analysis, and information
entropy. The results demonstrate that the encrypted images exhibit high
randomness, low pixel correlation, and strong resistance to differential,
statistical, and noise contamination attacks. Furthermore, the large key space
and sensitivity to initial conditions render the system highly secure against
brute-force attacks under current computational capabilities. Overall, the
proposed scheme offers a robust and efficient framework for secure optical
image encryption, with strong potential for practical applications in optical
information processing and secure communication systems.
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1. INTRODUCTION

The remarkable physical benefits of optical techniques such as low computational complexity,
parallel processing, high speed, high efficiency, and multidimensional signal processing capabilities
have made them extensively utilized in the field information security (Javidi et al., 2025, 2016; Liu et al.,
2014; Sachin et al., 2024). Refregier and Javidi in 1995 first proposed a ground breaking contribution
into the optical encryption field, which is known as double random phase encoding (DRPE). This
technique involves encoding the plaintext into stationary white noise by employing a conventional 4f
structure and pair of statistically independent random phase keys situated at the input and Fourier
planes (Refregier & Javidi, 1995). In order to augment the security and further broaden the key space,
the traditional DRPE method has been supplied from the Fourier to several domains, such as gyrator
(Tian et al., 2023), Fresnel (Situ & Zhang, 2004), Fractional Fourier (Jassim & Mohammed, 2022;
Unnikrishnan, 2000), and linear canonical domains (Mohammed & Qasim, 2025, 2024a, 2023). These
enhanced cryptographic systems utilized additional secret keys in the form of structural parameters such
as fractional order, diffraction system, wavelength, and linear order to overcome brute-force attacks.
Besides DRPE based cryptosystems, researchers have been proposed optical image encryption
methods using various techniques, including interference (Khalf & Mohammed, 2025a, 2025b; Luan et
al., 2020), ptychography (Rawat et al., 2015; Shi et al., 2013), sparse representation (Mohammed &
Saadon, 2016, 2019), spatial nonlinear optics (Hou & Situ, 2022), phase retrieval algorithms (Xiong,
2023), digital holography (Yadav et al., 2024), computer-generated hologram (Guo et al., 2001), joint
transform correlator (Mohammed & Qasim, 2024b; Perez et al., 2023) ghost imaging (Xiao et al., 2019),
phase truncation (Xiong et al., 2023), diffractive imaging (Wang et al., 2024), photon counting (Pérez-
Cabré et al., 2015), and deep learning (Liao et al., 2021).

Several researchers have put forward the idea of using structured phase masks (SPMs) as a
substitute for RPMs in the classical DRPE approach. These SPMs are generated using various
techniques such as toroidal zone plate (Barrera et al., 2005), Fresnel zone plate (Khurana & Singh,
2018), deterministic phase mask (Girija & Singh, 2018), radial Hilbert mask (Maan & Singh, 2018), linear
phase mask (Sun et al., 2018), deterministic spherical phase mask (Zamrani & Ahouzi, 2020), spiral
phase mask (Abuturab, 2014), fractal zone mask, quadratic phase mask, spiral quadratic phase mask
(Sun et al.,, 2018), and devil's vortex Fresnel lens (Singh, 2016). These types of SPMs have
demonstrated significant simplicity and robustness to fulfill the requirements of high security and
flexibility.

This research work presents a symmetric optical cryptosystem based on chaotic structured
masks, which is called chaotic deterministic phase key in the gyrator transform domain. The use of
chaotic deterministic phase masks, which are generated by a linear combination of a number of sub-
keys and chaotic tent map, enables to improve the alignment tolerance of the optical system to shifts
the needed phase keys when compared with the traditional DRPE system. This method leverages the
high sensitivity and ergodicity of the chaotic Tent map to improve the key space and security of the
system. In addition, the GT operation for different angles can only be executed by appropriately rotating
the cylindrical lenses, while maintaining fixed distances between the lenses and the input-output planes.

The main objectives of this paper are to demonstrate a new symmetric cryptosystem that
combines a deterministic phase mask and a chaotic tent map in the gyrator domain to enhance security;
to develop a deterministic phase mask based on the linear combination of multiple subkeys, thereby
increasing the complexity and unpredictability of the cryptographic keys; and to integrate deterministic
and chaotic parameters to expand the key space while addressing the alignment limitations associated
with conventional DRPE techniques.

2. METHODOLOGY
2.1. Gyrator Transform

The gyrator transform (GT) is a mathematical tool that is employed to analyze and process 2D
signals. GT is a type of the canonical integral transform that is introduced by Rodrigo et al. (2007a,
2007b) into the optical information processing field. GT can be achieved using an optical system
consisting of six thin cylinder lenses. The mathematical definition of GT for a two dimensional function
f(x,y) is given by (Rodrigo et al. 2007b, 2007a):

+oo 400

G(u,v) = G*{f(x,y)} = f f £ y) k(w,vi %, y)dxdy )

—00 —00
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Here, a refers the rotation angle of GT, G (u, v) is the output of GT, x and y is the input plane coordinates,
u and v is the output plane coordinates, and k(u,v; x,y) is the kernel of transform can be given as
follows:

1 i2m .
k(u,v;x,y) = Isin a| exp {sin p [(uv + xy) cos a — (vx + uy)]} , i=+v-1 (2)

2.2. Generation of the Chaotic Deterministic Phase Mask

Chaos theory plays a pivotal role in the communications and information security fields. According
to chaos theory, a chaotic function is one in which even a little calculation error in the input can produce
an output that contains the greatest conceivable error. An illustration of an erratic behaviour is referred
to as a chaotic map. The pseudo-randomness, non-correlation, and periodicity of the chaotic map are
evident. Chaos has emerged as an alternative for random phase masks in optical image encryption.
The significant characteristic of chaos-based random phase mask generation lies in its reliance on the
parameters of the chaotic map as the sole requirement for the private key. The tent map is used in our
proposed study as a 1-D chaotic map owing to its advantages such as a more uniform distribution of
chaotic sequence and higher Lyapunov exponent compared that the logistic map, which contributes to
robust randomness in phase encoding and increased resistance against statistical attacks. The
mathematical expression of tent map can be written as (Hilborn, 2000; Layek, 2015):

fx) =a.x for0 <x <05 (3)
f)=al-x,) for05<x<1 (4)

where a denotes to the bifurcation parameter whose value lies in the interval 0 < a < 2. It can be
expressed iterative form as following:

Xpni1 = Q. Xp for 0 < xy < 0.5 (5)
X1 = a(l —xy) for0.5<x, <1 (6)

where x, refers to the primary value (initial condition), which acts as an initial security key, x,, is the state

value at the n -th iteration, and n represents the iteration index, where n = 1,2, 3, ... . Employing Eq. (5)
and (6), the value of 1-D random sequence can be expressed as:

X ={x1, %5 e venone » Xpxn ) (7
The 2-D sequence is generated by rearrangement X and Y, which expresses as:
Y={y;li=12.,M;j=12,..,N} (8)

where y;;€(0,1). Thus, the chaotic random phase mask (CRPM) is generated by the integration of the
chaotic tent map and random phase mask, which is written as follows:

CRPM(x,y) = expli2my;;(x,y)] ©)

where (x,y) represents the coordinate of CRPM.

The deterministic phase mask (DPM) is constructed by setting the value of an integer n for
defining the subkeys in the key. Then, we split the phase mask into a n X n grid of sub-blocks. In our
study, for animage of 512 x 512 pixels and setting n = 8, the phase mask is divided into 64 independent
subkeys. The final deterministic phase mask is then synthesized as a linear combination of these 64
sub-states, ensuring high complexity. Mathematically, the DMP is obtained as follows (Sun et al., 2018):

DPM = 28:28: M;;(x,y) (10)

i=1j=1

M;;(x,y) = exp[jk(b:x + b,y)] (11)

Here, b; and b, are random parameters, and k indicates to the wave number.
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Finally, the chaotic deterministic phase mask (CDPM) is acquired by multiplying the CRPM and DPM,
which is expressed as follows:

CDPM = CRPM.DPM 12)

The generated chaotic deterministic phase mask (CDPM), which is a combination of chaotic random
phase mask (CRPM), and a deterministic phase mask (DPM), is demonstrated in Figure 1.

T

2.3. Proposed Cryptosystem

The schematic diagram of the proposed cryptographic system is presented in Figure 2. The initial
encryption and decryption procedures for the proposed method can be considered as an expansion of
the DRPE scheme from the Fourier transform domain to the gyrator transform domain while also
replacing the random phase mask with a chaotic deterministic phase mask.

CDPM CDPM.
(A) 1 2 cCD

GT* GT %2

Computer
system

CCD

(B) CDPM;

E(x,y)

Computer system

Figure 2. Schematic diagram of the proposed cryptographic system (A) encryption procedure (B) decryption procedure. f: input
image, E: Encrypted image, CDPM: Encryption key, GT: Gyrator transform, CCD: Charge-coupled device camera
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The procedural steps for proposed encryption process are outlined as follows:
Step 1: Firstly, the primary image f (x, y) is bonded to the chaotic deterministic phase key CDPM,,
and then the gyrator transformation is applied with the transformation angle «;.

g9(x,y) = GT**{f(x,y) .CDPM,} (13)

Step 2: Afterward, the resulting image g(x, y) is bonded to the second chaotic deterministic phase
key CDPM,, and then gyrator transformation is again applied with the transformation angle «, in the
output plane. Mathematically, this procedure can be expressed as follows:

E(x,y) = GT*?[ g(x,y).CDPM,] (14)

The decryption procedure for the proposed system is the inverse procedure of the encryption. The
sequence of steps for decryption process is presented below:

Step 1: Initially, the ciphered image E(x,y) is multiplied by the conjugate of a second chaotic
deterministic phase key CDPM; and then the gyrator transformation is applied with angle —«,.

g, y) = GT~*2{E(x,y) .CDPM;} (15)

Step 2: The occurred result g(x,y)’ is then bonded to the conjugate of the chaotic deterministic
phase mask CDPM; and then gyrator transform is again performed with the angle —a;. Finally, an
absolute operation is applied to the resulting image to obtain the decrypted image. Mathematically, this
procedure can be written as:

fxy) = 16T [g(x, )" .CDPM;] | (16)
3. RESULTS AND DISCUSSION

This section presents the computational simulations conducted to verify the authenticity and
security of the proposed optical cryptography system. We conducted our experiments on a PC host
installed with MATLAB 2019a experimental software. The secret image “Pepper” was grayscale image
taken chosen from the USC Image Database with a resolution of 512 x 512 pixels. Also, the chaotic
deterministic phase key with 512 x 512 pixels. The secret images are encrypted by using Eq. (12). In
our numerical simulations, we have utilized the value of bifurcation parameter as a = 1.35 with initial
condition as x, = 0.61 of chaotic tent map, and the rotation angles of gyrator transform are «a; =
0.3rand a, = 0.4 . Figures 3 (A-B) illustrate the images before and after encryption process,
respectively. By employing the inverse optical cryptosystem and correct parameter set, the original
image can be recovered, as illustrated in Figure 3(C). To validate the applicability and robustness of the
proposed method, we extended our simulation to include various test image, featuring different
frequency characteristics and textures such as Baboon and Camera man, as illustrated in Figure 4. The
structural similarity index metric (SSIM), mean square error (MSE), root mean square error (RMSE),
relative error (RE), and peak signal-to-noise ratio (PSNR) were employed to quantitatively evaluate the
effectiveness of the proposed method by comparing the original and recovered images. The computed
values of the SSIM, MSE, RMSE, RE, and PSNR are 1, 2.1816e-31, 4.6708e-16, 3.6071e-33, and
354.74, respectively. These obtained values indicate a high degree of similarity between the plain image
and recovered image. The computed values of the SSIM, MSE, RMSE, RE, and PSNR are summarized
in Table 1 in comparative with DRPE systems such as Fourier domain and fractional Fourier domain.

Figure 3. Encryption and decryption outcomes (A) input image (B) ciphered image (C) retrieved image ‘
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(E) (F)

Figure 4. aIidation results of the proposed cryptosystem for various test images (A and D) input images (B and E) ciphered
images (C and F) retrieved images

Table 1. SSIM, MSE, RMSE, RE, and PSNR results between the primary and retrieved images for the proposed scheme and
DRPE systems

Methods SSIM MSE RMSE RE PSNR
Our proposed 1 2.1816e-31 4.6708e-16 3.6071e-33 354.74
Ref. (Unnikrishnan, 2000) 1 2.3724e-31 4.8708e-16 3.9228e-33 354.38
Ref. (Qasim & Mohammed, 2023) 1 1.3221e-31 3.6361e-16 1.9844e-33 356.92
Ref. (Mohammed & Qasim, 2024a) 1 2.7182e-31 1.6487e-16 5.6905e-34 363.79

3.1. Histogram and Mesh Plots Analysis

In the image encryption systems, histogram analysis is employed as a tool to evaluate the
statistical characteristics of the encrypted images and compare them to the original images properties,
including the intensity levels and pixel distribution. The importance of this analysis lies in its ability to
evaluate the strength and security of image encryption systems, ensuring that the encrypted image is
robust against different attacks and exhibits uniform distribution and a high level of entropy. Histograms
of both the primary image and encrypted image are presented in Figure 5.

(A) 3000 P " ' i ‘ (B) 0 . 8 (€) 3000

2500 200 2500

2000 2000

| | 1500
1500 | 1500
‘ 1000 | |
1000 1 ’ ’ foa0 |
DU - I
Y = 0 i o L) ] 10 0 “ = ] ) w " 2w F)

Figure 5. Pixel intensity Histograms analysis for (A) input image (B) ciphered image (C) retrieved image

As shown in the figure, the encrypted image’s histogram exhibits a near-uniform pixel distribution,
demonstrating that the system’s resilience against statistical attacks and frequency analysis. To further
validate the ability of the suggested system, a mesh plot was analyzed. The outputs of the mesh plots
are given in Figure 6. From this figure, it can be demonstrated that the mesh plots of the primary image
and ciphered image are different, which is a safeguard against any inadvertent disclosure of original
image information. Thus, the histogram and 3D plots of the proposed scheme ensure that
eavesdroppers cannot extract any information.

379 | Page



Qasim and Mohammed | Volume 14, Issue 3, Page 374-385 (2026)
Journal of Science and Mathematics Letters

Figure 6. Mesh plots analysis for (A) input image (B) ciphered image (C) retrieved image

3.2. Correlation Distribution Analysis

Correlation distribution is a significant statistical measure employed to verify the effectiveness of
the proposed system. In our work, we investigated the correlation distribution of adjacent pixels in
different directions. 15000 adjacent pixels were randomly sampled from both the input and the ciphered
images. Figure 7 displays the plots of correlation distribution. The findings depicted in Figure 7 (A-C)
exhibit a linear distribution approached limit of 1, which indicates a strong correlation among pixels in
the original image. In contrast, Figure 7 (D-F) shows that the pixels in the ciphered image are random
and exhibit scattered distribution, demonstrating that the encryption process has eliminated all statistical
patterns. These results confirm that the robustness and strength of the proposed system.

g 2

g

Pixal gray valus on location (x-1,y+1)
Pixsl gray valus on location {x.y+1)

1=

.
1] 50 100 140 €00 250 0 50 100 130 00 250 1] 0 100 1450 200 50
Picel gray value on locafion (xy) Pixel gray value on lacafion (x.y) Pical gray value on locafion (ky)

(D)

250

Pixal gray valua on location (x+1,y+1)

- . v . &+ L
0 50 100 150 00 2850 0 50 100 10 00 260 0 0w fa 0 260
Pixel gray value enlocation [xy) Pixel gray value on locafion (xy) Pixel gray value on locafion fxy)

Figure 7. Correlation curves of 15000 adjacent pixels pairs (A-C) input image (D-F) encrypted image in the diagonal, vertical,
horizontal directions, respectively

3.3. Information Entropy

The information entropy is a statistical measure employed to assess the level of randomness in
the pixel values of the ciphered images. Mathematically, the information entropy of an image H(k) of a

source k can be expressed as follows:
256

H(O = = ) p(k) logp(k:) a7

i=0
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where p(k;) represents the probability of k;. The information entropy value of a grayscale image varies
between 0 and 8. An entropy value approaching zero indicates that the image exhibits a low degree of
randomness. In contrast, an entropy value nearing 8 signifies a high degree of randomness within the
image. In this study, the entropy of the original image “Peppers” is 7.5925, while that of its ciphered
image using the present system is 7.9977. Table 2 represents the entropy values for various test images
and their corresponding encrypted images. These results demonstrate that the information entropy
values for ciphertexts approached the theoretical value limit of 8, indicates a near perfect uniform gray
levels distribution; thereby making the cryptosystem in this study robust against statistical cryptanalysis.

Table 2. Information entropy analysis for various test images.

Images Original Image Encrypted Image
Peppers 7.5925 7.9977
Baboon 7.2925 7.9976
Cameraman 7.0480 7.9974

3.4. Sensitivity Analysis

Sensitivity analysis of the proposed method of varying the gyrator angle was performed by
calculating the RMSE between the initial input image and the corresponding retrieved output image.
Figure 8 demonstrates the plots of the key sensitivity analysis. It can be seen that even with slight
variations in the gyrator angle, the RMSE values change sharply, which verifies the efficacy of these
angles in augmenting security. Also, we have tested the sensitivity keys of chaotic deterministic phase
mask. The results of secret-keys sensitivity analysis are given in Figure 9. When the bifurcation
parameter (a) of chaotic tent map is changed by 1.45, the decrypted image is shown in Figure 9(A).
When the initial value (x,) of tent map is altered by 0.53, the decrypted image is exhibited in Figure 9(B).
When the CDPM is substituted with the random phase mask, the decrypted image is given in Figure
9(C). As illustrated from this figure, the decrypted images are completely unrecognizable even slight
changes in any of the secret keys. Thus, these results demonstrate that our proposed approach is valid.

1.2

(A)

‘ . B 1 [

08 ] 08f
w
i 7]
0 06F
E s
H 06 H
04

02

0 02 04 06 08 1 12 14 16 18 2
Second transformation angle a,

0 L L L . . " L L .
0 02 04 06 08 1 12 14 16 18 2
First transformation angle o,

Figure 8. Key sensitivity analysis for transformation angle a versus RMSE for (A) rotation angle a; (B) rotation angle a,

(A) B) (©)

Figure 9. Decrypted images (A) with incorrect the bifurcation parameter (a) (B) with incorrect the initial value (x,) (C) with wrong
key (random phase mask is used in placed of CDPM).

3.5. NPCR and UACI Test

In this subsection, we carry out further evaluations to analyze the performance of encryption
system against the differential attack by using two common metrics: number of pixel change rate
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(NPCR) and unified average changing intensity (UACI). These two common metrics are defined by the
following equations:

2i; D))

= - 0,
NPCR M XN X 100% (18)
C (4, )) — G ))

= X
VACT =N [ 256

] x 100% (19)

0' lf Cl(l']) = Cz(l,])
L if GG # GG
different for their original images, and M x N is the size of the encrypted images. The computed values
of NPCR and UACI are presented in Table 3. The proposed approach achieves high NPCR and
appropriate UACI values. The high NPCR value indicates that the positioning of every pixel is
extensively randomized. Also, the UACI value is within the acceptable range, showing that the whole
grey levels of pixels in the ciphered image have been changed, and making it indistinguishable.

where D(i, ) ={ , C; and C , are different encrypted images that one pixel is

Table 3. NPCR and UACI values.

Methods NPCR (%) UACI (%)
Our proposed 99.63 29.20
Ref. (Unnikrishnan, 2000) 99.65 28.05
Ref. (Qasim & Mohammed, 2023) 99.69 29.11
Ref. (Mohammed & Qasim, 2024a) 99.73 30.18

3.6. Key Space Analysis

The key space of the proposed cryptosystem is examined in this section. This involves
considering the entirety of possible key combinations, encompassing the CDMPs and the rotation angles
of the GT operator. Both CDPMs (CDPM,; and CDPM,) are M X N pixels with possible values L for each
pixel. The attempts number required to recover both CDPM is the L>™*N) order. When L = 256 gray
levels and M = N = 512 pixels, the total number of CDPMs that would need to be tested is
2565%512x512 = 7541310720 | astly, the total key space of the suggested encryption and decryption
systems is obtained by multiplying the sensitivity of the rotation angles of the GT operator by the
combinations number of the two CDPM: (10%®) x 256'310720)_Since the total key space of this work is
very large, a brute force attack or exhaustive attack would be impractical for encrypting and decrypting
the data contained in the work.

3.7. Robustness Analysis

The resilience of the proposed encryption method against occlusion and additive noise attacks
was assessed. To evaluate the ability of the proposed method to prevent occlusion, the decryption
process is performed by occluding a portion of the encrypted image. Here, we have discussed the
occlusion attacks with varying degrees of data occlusion. Figure 10(A) displays the plot of the RMSE
values versus as a function of the percentage of occluded pixels for the image. From this figure, it can
be noted that the RMSE values increase with increasing occlusion, which indicates lower- quality
recovered images. Although the recovered image quality decreases with an increase in the occluded
area, it is recognizable even with an occlusion percentage greater than 50%. Thus, the proposed system
is resistant to data occlusion attack. Finally, the impact of additive Gaussian noise on the feasibility of
the proposed system was also tested employing the following noise model:

E(x,Y) =E(x')’)[1+n00,1(x,)’)] (20)

where E(x,y) and E(x,y) refer to the encrypted image after and before adding Gaussian noise,
respectively. While n is the noise factor and g, 1 (x, y) refers to the random information with mean value
0 and unity standard deviation. A curve of RMSE is given in Figure 10(B) employing the image E(x,y)
obtained with different values n from 0 to 1. From this figure, it can be observed that the RMSE increases
with an increase in noise factor (n). Thus, this proposed system is robust against Gaussian noise, which
demonstrates high resilience for transmission over noisy or unsecure channels.
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Figure 10. Robustness analysis; (A) RMSE as a function of data loss (B) RMSE as a function of noise factor

3.8.

Comparison Analysis

In this subsection, we conducted a comparative analysis of the proposed scheme with existing
systems introduced in (Khurana and Singh, 2022; Su et al., 2017; Yadav and Singh, 2024; Yadav et al.,
2025) based on transformations, type of masks and images, chaotic maps, number of security
parameters, resistance against attacks, and cryptosystem type. Table 4 presents the results of the
comparison analysis. From the results, it can be demonstrated that the proposed system defends

against attacks.

Table 4. Comparative analysis of the present system.

Parameters

Schemes

Khurana et al.,
2022

Yadav et al.,
2024

Yadav et al.,
2025

Su et al., 2017

Present system

Transform domain
used

Gyrator domain

Fractional Hartley
domain

Fractional Hartley
domain

Fresnel domain

Gyrator domain

Types of masks Chaotic zone Random phase Chaotic random Chaotic
plate phase mask  mask (RPM) phase masks deterministic
(CZPM) (CRPM) phase mask
(CDPM)
Chaotic maps Logistic map Umbrella map Duffing map and Tent map

Tinker bell map

Types of images

Grayscale image

Grayscale and
binary images

Grayscale and
binary images

Color image

Grayscale image

Number of security
parameters

Initial value and
bifurcation
parameter of
logistic map, focal
length,
wavelength, two
rotational angels

13 keys

9 keys

Initial values and
control
parameters of
chaotic maps,
wavelength, and
Fresnel transform
distance

Initial value and
bifurcation
parameter of tent
map, number of
subkeys of liner
phase mask, two
rotational angels

Statistical metrics MSE CC, entropy, 3-D  CC, MSE, CC, SSIM MSE, RE, SSIM,
plot, and information RMSE, PSNR,
histogram entropy, information

histogram plots, entropy,
and mesh plot histogram plot, 3-
D plot

Resistance against ~ Occlusion, KPA, Noise attack, KPA, CPA, and Noise, and Noise, cropping,

attacks CPA, and special  cropping attack, iterative attack cropping attacks and differential

attacks and special analysis attacks
iterative attack

Cryptosystem type  Asymmetric Asymmetric Asymmetric Symmetric Symmetric

4, CONCLUSION

Our study proposes an optical image cryptographic system that employs a chaotic deterministic
phase key in the gyrator domain transform. The chaotic deterministic phase key is based on a linear
combination of the number of subkeys and chaotic tent map, which enhances the security of the
encryption system by expanding the key space and offers extra security parameters. The experimental
numerical findings in this study show that the suggested chaotic deterministic phase mask based

383 | Page



Qasim and Mohammed | Volume 14, Issue 3, Page 374-385 (2026)
Journal of Science and Mathematics Letters

cryptographic system has many advantages compared with the traditional double random phase
encryption. First, the proposed system outcomes resemble to the conventional DRPE technique in terms
of image retrieval. Second, our findings demonstrate the efficacy of the proposed method in recovering
the primary image even when subjected to distortions resulting from occlusion in the ciphered image.
Third, the generation of a phase mask is based on a simple set of numeric parameters. Consequently,
the recovery of the image does not require the transmission of the enter mask but only the relevant set
of parameters. Fourth, the proposed system avoids problems that result from misalignment. Finally, the
GT operation for various angels can only be achieved by appropriately rotating cylindrical lenses, while
maintaining fixed distances between the lenses and the input-output planes. Moreover, the proposed
cryptosystem is secure in real time breaches due to its substantial key space of 102(?) x 256310720,
which is sufficiently large. Moreover, our proposed system is a suitable for securing sensitive information
transmission, such as satellite communication, biometric techniques, and medical imaging, owing to its
exceptional resistance against 50% data occlusion, Gaussian noise, and brute force attacks. Future
research study will focus on expanding the proposed approach to multi- channel color image encryption.
Additionally, we aim to study deep learning algorithms to evaluate the resistance of cryptosystem against
advanced chosen plaintext and known plaintext attacks.
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